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PET'JIAMEHT
opraHu3auuu aHTUBUpPYycHoi 3amuThbl B Mb I0OY Ne26

I. O0mue mos10xKeHUs

Llenpro co3gaHusi cCUCTEMbl AaHTUBUPYCHOM 3alIUTHI SIBJISETCS OOecrieyeHue
3aIMIIEHHOCTH UH(POPMAIIMOHHO-KOMMYHUKaIMOHHOM cuctemsl (nanee MKC) ot
BO3JICHCTBUSA Pa3InYHOIO pona BPEIOHOCHBIX porpaMm u
HECAHKI[MOHUPOBAHHBIX MAaCCOBBIX IIOYTOBBIX PACCBUIOK, MNPEAOTBPALICHHUS HX
BHEJIpEHUSI B MH(GOPMAIIMOHHBIE CHCTEMBI, BBISIBJICHUS W O€30MacHOTO YIAJICHUS
U3 CHUCTEM B cllyyae TOMaJaHus, a Takke (UIbTpaIH JOCTyMa IMOJIb30oBaTeNnei
MyHUIIUNIaNBHOTO OOKETHOTO JIOMIKOJIBHOTO 00pa30BaTEIbHOTO YUPEKIACHUS
nerckuii cag Ne26 (manee «YupexkaeHHe») K HEMPOIyKTUBHBIM MHTepHeT-
pecypcaM U KOHTPOJIS UX JJIEKTPOHHOU IEPEIUCKH.

OcHoBomnoJjlararonMu TpeOOBaHUSIMH K CHCTEME AHTHUBUPYCHOM 3alUThI
«YUpEeKACHUS» SIBIAIOTCS: - PEUICHHUE 3aJlaud AHTUBUPYCHOM 3aIUThI JOJIKHO
OCYHIECTBJIAThCA B oOuieM Bujae. CpeacTBO 3amMThl HE JOJDKHO OKAa3bIBaTh
MIPOTUBOJICMCTBUE TOJBKO KOHKPETHOMY BHPYCY WM TPYNIE BHUPYCOB,
MPOTHUBOJICMCTBUE JIOJKHO OKa3bIBATHCS B MPEIAINOJOKEHHUSAX, YTO BUPYC MOMKET
ObITh 3aHECEH Ha KOMIIBIOTEp M O BHpyce (0 €ro CTpPYKType (B 4YacCTHOCTH,
CUTHATYpE) W BO3MOXKHBIX JICUCTBHUSIX) HUYETO HEU3BECTHO; - PEIICHUE 3aJauu
AHTUBUPYCHOM 3aIIUTHI IOJXKHO OCYIIECTBIISATHCS B PEAJIbHOM BPEMEHH.

MeponpusTysi, HampaBlICHHbIE HA PENICHHE 3adad [0 AaHTUBUPYCHOMU
3alllMTe: - YCTAHOBKA TOJBKO JIMIEH3UPOBAHHOIO IMPOTPAMMHOIO OOECHeYeHHs
a1M00 OECIUIaTHOTO AHTHUBUPYCHOT'O MPOrPaMMHOIO OOECIEUEHUs; - PEryJsipHOe
OOHOBJICHHE U €XEHEeJEIbHbIE MPO(MIAKTUYECKUE MPOBEPKHU; - HEMPEPHIBHBIN
KOHTPOJIb HaJ BCEMH BO3MOXHBIMU MYTSMH HPOHUKHOBEHHUS BPEIOHOCHBIX
mporpaMM, MOHUTOPUHT aHTHUBUPYCHOM O€30MacHOCTH U OOHapyXKeHUe
JECTPYKTHUBHOM aKTHBHOCTH BPEJOHOCHBIX MporpamMm Ha Bcex oObektax MKC; -
€KEIHEBHBIA aHAJIN3, PAH)KUPOBAHUE U MPENOTBPALICHUE YTPO3 PACIPOCTPAHEHUS
M BO3JCHUCTBUA BPEIOHOCHBIX MPOrpaMM IIyTE€M BBISBICHUS YA3BUMOCTEU
ucnonb3zyemoro B MKC onepanimoHHOTO MpOrpaMMHOI0 OOECIIEYEHHS] U CETEBBIX
YCTPOMCTB M yCTpaHEHHUs OOHAPYXKEHHBIX JTE()EKTOB B COOTBETCTBUU C JAHHBIMU
MOCTABIIMKA MPOTPAMMHOTO OOECMeUYeHUsT W JPYTUX CHEIUATU3UPOBAHHBIX
DKCIIEPTHBIX ~ AHTUBHUPYCHBIX CIyXk0; - TMpoBeAcHHE MPOPUIAKTUUECKUX
MEpPONPUSATANA MO NPEAOTBPAIICHUI0O W OTPAHUYECHUIO BHUPYCHBIX DSHUIAEMUU,
BKJIIOYAIOIINX 3arpy3Ky M pPa3BEpPThIBAHUE CIEHHUAIBHBIX MPABUI HEUTpalu3aluu
(OTpakeHHIO, M30JSUUMU W JUKBUAALMH) BPEIOHOCHBIX NPOrpaMM Ha OCHOBE



pEKOMEHIalMi 110 KOHTPOJIK aTak, MOArOTaBIMBAEMbIX pa3pabOTUMKOM CpEACTB
3aIATBl OT BPEJOHOCHBIX NPOrpaMM H© JAPYTHMH CHEUAATU3HUPOBAHHBIMU
HKCMEPTHBIMU aHTUBUPYCHBIMHU CITY>KOaMH J0 TOTO, KaK OyAyT BBIMTYLIEHBI (ailiibl
UCITPaBJICHU, IPU3HAKOB U aHTUBUPYCHBIX CUTHATYP; - MPOBEAECHUE PErYJISPHBIX
IIPOBEPOK LEJIOCTHOCTU KPUTHMYECKM BAXKHBIX MPOrpPaMM W JAHHBIX. - HAJIW4YHE
JUIIHUX (ailyIoB U CJIeI0B HECAHKIIMOHUPOBAHHOTO BHECEHUSI U3MEHEHUN JJOJKHO
OBITh 3apETUCTPUPOBAHO B JKypHAJI€ M pacCCIE€IOBaHO: BHEUIHHE HOCHUTEIH
MH(POpPMaIlMM HEU3BECTHOI'O IPOUCXOXKACHUS CIEIyeT IPOBEPATh HA HaJIM4Yue
BUPYCOB JI0 MX HCIOJb30BAaHUSA, - HEOOXOAUMO CTPOrO NPHIEPKUBATHCA
YCTAaHOBJIICHHBIX ~ IPOLEAYp IO YBEJOMIIEHHIO O CiIy4yasX IOpaKE€HUs
aBTOMATHU3UPOBAaHHONW HMH(OPMAIIMOHHOW CpeAbl KOMIIBIOTEPHBIMU BHPYCAMH H
IPUHATUIO MEP MO JIMKBUAALMHU MOCIEACTBUI OT MX MPOHUKHOBEHHMS; - CIEAYET
UMETh IJIaHbl o0ecnieueHus oecrepeOoiiHON paboThl «YUpexaeHUus» Uil CIy4yacB
BUPYCHOTO 3apaK€HWs, B TOM 4YHUCJE IUIaHBl PE3EPBHOIO KOMUPOBAHMS BCEX
HEOOXOJMMBIX JAHHBIX U MPOTPAMM M MX BOCCTAHOBJICHHS. DTH MEpPbl OCOOEHHO
BaXHBI JUIsl CETEBbIX (DAalJIOBBIX CEPBEPOB, MOAJECPKUBAIOIIMUX OOJBIIOE
KOJIMYECTBO PabOYMX CTAHIIUH.

II. TexHororu4eckue HHCTPYKUUH
2.1. B IOY pykoBoautensm «YUpeKIACHHs» Ha3HAYAeTCsl JIUIO, OTBETCTBEHHOE
32 aHTUBUPYCHYIO 3aILUTY.
2.2.B «YupexaeHUn» MOXKET HCIOJNb30BATbCSl  TOJBKO  JIMIICH3MOHHOE
aHTUBUPYCHOE NPOrpaMMHOE oOecreyeHre b0 CBOOOJHO-PACIPOCTPaHIEMOE
IPOrpaMMHOE 0OECTICUECHHE.
2.3. O0s3aTeIPHOMY aHTUBHPYCHOMY KOHTPOJIIO TOJICKUT J00ast WHQPOpMAIIHSI
(TexcToBble (ailybl MOOBIX (OpMATOB, (haliibl NAHHBIX, HUCIOIHSIEMBIE (ailibl,
MOYTOBbIE COOOIIeHMS), noJjiyyaemasi " nepeaaBaemMas 1o
TEJIEKOMMYHHUKAaLMOHHBIM KaHajlaM CBSI3H, a TaKke UH(OopMalMs, HaXOo A11asics Ha
cbeMHBIX HocuTenssx (CDROM, DVD, flash-nakonurensax u 1.11.).
2.4 KoHTpOIH UCXOISIIEHN nHGopMau HEO0XO0IUMO MPOBOJAUTH
HEINOCPEICTBEHHO Mepesl apXUBUPOBAaHHUEM M OTIPABKOW (3aIUChI0 HA ChEMHBIH
HOCHUTEIh).
2.5.®aiinpl, moMeniaeMble B DJICEKTPOHHBIA apXWB, JODKHBI B 00s3aTENbHOM
NOPSJIKE MPOXOJUTh aHTUBUPYCHBIN KOHTPOJIb.

II1. TpeOoBaHMs K NPOBECHUIO MEPONIPUATHI 110 AHTUBUPYCHOM 321U TE
3.1. B nHauane paGoThl MpH 3arpy3ke KOMIBIOTEpa B aBTOMAaTHYECKOM PEXKHME
JIOJKHO BBITTOJIHITHCSI OOHOBJICHHE aHTUBHUPYCHBIX 0a3 1 CEPBEPOB.

3.2. Ilepuonnyeckue MpoOBEPKU 3JIEKTPOHHBIX apXUBOB JOJHKHBI MPOBOAUTHCS HE
pexe OJHOrO pas3a B HENENI0, IaHHbIE, PACIOJOKEHHbIE Ha pabOo4YMX CTaHIUSIX
MOJI30BATENEH - €KETHEBHO, B HOYHOE BpEMsI 110 PACIHCAHUIO.



3.3.BHeouepeHoli  aHTMBUPYCHBIM  KOHTPOJIb  BCEX JIMCKOB H  (paljioB
NEPCOHAIBHOTO KOMITBIOTEPA JTOJIKEH BBIIOJIHATHCS:
3.4 HenocpencTBEHHO  TOCJIE€  YCTAHOBKH  (M3MEHEHHWs)  MPOTrPaMMHOTO
o0ecrniedyeHrs KOMIbIOTEpa JOKHA OBITh BBINOJHEHA aHTHUBUPYCHAS MPOBEpKA Ha
cepBepax M NEPCOHANBHBIX KOMIBIOTEPAX « Y UPEKIACHUSY.
3.5.1Ipy BO3HUKHOBEHHMH TIIOJO3PEHHUS Ha HAJIUYUE KOMIIBIOTEPHOIO BHpYyca
(HeTunuHas padboTa IMporpaMm, MOsIBJICHUE rpad)MueCKUX U 3BYKOBBIX 3(PHEKTOB,
WCKOKEHUI JaHHBIX, TIpornajgaHue (ailioB, yacToe MOSBICHUE COOOLIEHUN O
CHCTEMHBIX OIITMOKaX | T.I1.).
3.6.Ilpu oTmpaBke M TOMYYEHUHM HJIEKTPOHHON MOUTHI OMEPATOP SIEKTPOHHOM
nouThl 00s13aH MPOBEPUTH SJIEKTPOHHBIE MHCbMA M HX BJIOKEHHS HA HaJIM4We
BHUPYCOB.
3.7.B ciiyuae oOHapy>KeHHs 3apa’K€HHBIX BUpYycamH (DAJIOB UM SJIECKTPOHHBIX
IIUCEM I0JIb30BaTENN 00sA3aHBbI:
- [IpuocranoBuTh padoTy.
- HemensieHHO MOCTaBUTh B M3BECTHOCTh O (hakTe OOHAPYKEHHS 3apaKeHHbBIX
BUpYyCcOM (haiiJIOB OTBETCTBEHHOI'O 3a OOECIEYEHHE AHTUBUPYCHOW 3alUThl (B
CIly4ae ero OTCYTCTBUS — PYKOBOJUTEINIO) « Y UPEIKIACHUS.
- COBMECTHO C BIAJENIbLIEM 3apa)XKEHHBIX BUPYCOM (AilJIOB MPOBECTH aAHAIU3
HEOOXOJMMOCTH JaJIbHEHIIEro MX HCHoib3oBaHus. - [lpoBectu jedeHue wnu
YHUUTOKEHUE 3apa’KEHHBIX (haiiioB.

IV. OTBeTCTBEHHOCTH
4.1.OTBETCTBEHHOCTh 3a OPraHM3alMI0 AHTHUBUPYCHOM 3aIIMTHI BO3Jaraercs Ha
PYKOBOIUTENS «YUPEXKACHUS» WUITH JIULIO, UM HA3HAYEHHOE.
4.2.OTBETCTBEHHOCTh 3a MPOBEACHUE MEPOIPHUITHIA aHTUBUPYCHOTO KOHTPOJS B
«YUpexIeHUn» BO3JaraeTcs Ha OTBETCTBEHHOIO 3a O00ECIEeYeHUE aHTUBUPYCHOU
3aIMThI, COONoaeHNEe TpeboBaHuN HacTtosmeld MHcTpykumu npu padore Ha
NEPCOHAIBHBIX PA0OYMX CTAHUUSAX BO3JIAraeTCs Ha IOJb30BaTeNlel JaHHBIX
CTaHLIM{ WJIM MEJarora, OTBEYAIOLIET0 3a padoTy KOMIBIOTEPHOTO Kiacca.
4.3.Ileppouyeckuii  KOHTPOJb  COCTOSHUS ~ QHTHUBUPYCHOM  3alIUThl B
«YupexaeHun» Mo BONpOcaM perjaMeHTalud A0CTyna K MHPOPMALMH B CETH
HNuTepHeT nBa pasza B roj (HOsIOpb, anpenb) U pukcupyetcs B XKypHalie mpoBepok
AHTUBUPYCHOM 3aIIUTHI B «Y UPEIKICHUN.



